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Abstract

Over the past decade, researchers in program under-
standing have formulated many program understanding
algorithms but have published few studies of their rela-
tive scalability. Consequently, it is difficult to understand
the relative limitations of these algorithms and to deter-
mine whether the field of program understanding is making
progress. This paper attempts to address this deficiency by
formalizing the search strategies of several different pro-
gram understanding algorithms as constraint satisfaction
problems, and by presenting some preliminary empirical
scalability results for these constraint-based implementa-
tions. These initial results suggest that, at least under cer-
tain conditions, constraint-based program understanding
is close to being applicable to real-world programs.

1 Introduction

Program understanding can be viewed as a three-step
process: parsing the program into an AST augmented with
data and control flow information, canonicalizing this in-
ternal representation into a simpler form by applying trans-
formations (such as transforming relational expressions so
that they involve only the greater than operator and not
the less than), and recognizing instances of program plans
in this canonical internal representation (usually using a
library of program plans). The underlying assumption is
that by recognizing plan instances we can recover some of
the programmer’s abstract concepts and intentions [20, &].

The heart of this approach is the “comparison” algo-
rithm between plans (represented by schemas and knowl-
edge constraints) and code (represented by annotated ab-
stract syntax trees). However, this process is exponential in
the worst case [24, 7, 6, 11] and proven to be NP-Hard [27].
In particular, recognizing instances of a particular program
plan in a given source code is O(S4), where S is the size
of the source and A is the number of plan actions.
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To address this problem, most plan recognition algo-
rithms use heuristic strategies [26, 17, 11, 7, 23, 9]. Un-
fortunately, the expected performance of these heuristic
approaches is difficult to determine analytically, and there
have been no detailed, empirical studies that demonstrate
the resulting efficiency of these algorithms. Previous ef-
forts have instead focused on issues such as plan library
completeness for recognizing plan instances on a group of
similarly sized programs for performing a particular task
[7, 9]. Where studies have taken efficiency into account,
it has been to identify what factors, such as constraint or-
dering and constraint strength, are critical to the perfor-
mance of the recognizer [24, 11]. The actual performance
of various plan recognizers, however, has been limited to
anecdotal discussions. The result is that we are unable to
draw conclusions about how well these plan recognition
algorithms scale with program size.

This paper is a first step toward remedying this situ-
ation. It presents some results that compare the perfor-
mance of constraint-satisfaction-based implementations of
several previously published approaches to program plan
recognition [1, 17, 11], and it presents an extended collec-
tion of experiments in the scalability of the most promising
of these approaches [26].

The rest of this paper is organized as follows. Section
2 describes our initial forays in comparing a pair of plan
recognition approaches. Section 3 describes a collection of
new experiments in the scalability of a particular constraint-
satisfaction-based plan recognition algorithm. Section 4
discusses what our initial results say about the program
understanding problem as a whole. And Section 5 summa-
rizes our work.

2 Comparing Plan Recognizers

It is difficult to compare systematically the performance
of different program understanding algorithms, as they tend
to use widely differing representations and a collection of
specialized heuristic tricks. One proposal to address this



problem is to view program understanding as a constraint-
satisfaction problem (CSP) and to then map existing pro-
gram understanding algorithms into this framework [26].!

The idea is that if a CSP framework is sufficiently gen-
eral to unify existing approaches, we can then take ad-
vantage of it to compare their relative performance and to
better understand the relative strengths and weaknesses of
these algorithms. In addition, we can potentially achieve
scalability of these approaches by augmenting them with
the mechanisms developed for efficient heuristic solving
of different classes of CSPs. These mechanisms include
global [10] and local search-based methods [21, 13, 29],
constraint-propagation problem simplifications [14, 2, 16],
and hierarchical exploitation of problem structure [5], as
well as hybrid combinations of these approaches.

Our assumption is that the CSP framework is adequate
to this task. One reason for our making this assumption is
that others have observed how constraint exploitation has
played a pivotal role in almost all recognition strategies
[8] and how structural and domain constraints help control
the complexity of understanding in practice [24]. At a
minimum, the described structure within library program
plans provides constraints on which code fragments can
possibly be plan instances.

Another reason is our initial success in mapping sev-
eral different existing algorithms into this framework. In
particular, with the CSP approach in mind, we took sev-
eral algorithms (from the Concept Recognizer [11] and
DECODE [1, 17]) and mapped them into a CSP frame-
work [18]. We chose the Concept Recognizer because it
appeared straightforward to transform its component and
constraint plan representation into a constraint-satisfaction
framework. We chose DECODE because its approach was
based on the Concept Recognizer, but extended it to use a
more complex recognition algorithm and plan indexing to
try to address efficiency concerns. This made it an interest-
ing test case of the CSP framework, as it was not immedi-
ately obvious how to map it into that framework. We call
the resulting CSP implementation of the generic Concept
Recognizer representation “MAP-CSP” and the resulting
CSP implementation of DECODE “Memory-CSP”.

2.1 Our Initial Experiments

In previous work [26], we introduced the constraint-
based understanding approach and presented some early
empirical results. The experiments reported in this work
extend these results over much larger source programs,
and over a range of plans of varying sizes, and in sources
generated according to several different distributions of
program structures.

ISee [12] for an excellent overview of constraint satisfaction, or [22]
for more detail.

define TRAVERSE—STRING(String) isa TRAVERSE-PLAN
define PRINT—STRING(String) isa PRINT-PLAN
define PRINT-CHAR(Char) isa PRINT-PLAN

define ZERO(Dest) isa ASSIGN-PLAN

plan TRAVERSE-STRING(String: ?a)

components
decl: DECL-ARRAY(Wame: ?s,
Items: 7max,
Type: char)
init: ZERO(Dest: ?1i)
loop: LOOP(Test-Result: 7r, Body: ?body)
accessl: ACCESS(Opi: 7s, 0p2: 7i,
Res: ?vall)
test: BIN-0P(Opl: ?i, Op2: ?vall,
Op: !'=, Res: ?r)
access2: ACCESS(Opi: ?7s, 0p2: 7i,
Res: ?val2)
update:  INCREMENT(Op: ?i)
constraints

declbef: ControlPath(decl, loop)
initbef: DataDep(test, init, ?i)
acclbef: DataDep(test, accessl, 7vall)

testin: DataDep(loop, test, 7r)

acc2in:  ControlDep(access2, ?body)

updaft: DataDep(access2, update, ?i)
index

access2 WHEN accin

implies PRINT-STRING(String: 7a)
with
dump: PRINT-CHAR(Source: 7value)
when
dumpaft: DataDep(dump, access2, ?v)

Figure 1: An example plan.

Our initial goal was to compare the performance of the
Concept Recognizer and DECODE understanding algo-
rithms in recognizing instances of program plans. Our
initial experiments in comparing the performance of these
algorithms focused on the specific task of recognizing in-
stances of traversing a string in C programs. To give a
feeling for the complexity of the plan being recognized,
Figure 1 shows the DECODE plan for this task?> and Fig-
ure 2 shows the resulting constraint-satisfaction based plan
for the task.’

These experiments concentrated on comparing the per-
formance of different algorithms for plan recognition in
terms of the time taken to recognize all instances of a par-
ticular plan as programs increased in size. To keep the focus
on scale issues alone, our desire was to have programs of
varying sizes available where those programs contain cor-
respondingly more instances of the plan as the programs
increase in size, and to have programs with the same rela-
tive distribution of different program entities (loops, tests,
and so on), regardless of size. As aresult, our approach was
to automatically generate test programs to be understood,

2The original Concept Recognizer plan is the DECODE plan, minus
the indexing.

3The representation is a list of components followed by a list of con-
straints. The components are described by an internal name, the compo-
nent’s node type, and the node’s slots. The constraints are described by a
constraint name and the particular nodes or slots it constrains.



’( "quilici-t1"
(

(q1-c While
(q1-d Begin
(q1-g Assign

(ResultA (boolean)))
(Blockl (block)))
(WameC (array (char)))
(IndexC (int))

(ElemB (char)))

(ql-e End (Block2 (block)))
(q1-i Increment (IndexD (int)))

(ql-a Decl (NamedA (array (char)
(0 10000))))
(q1-b Zero (IndexA (int)))

(NameB (array (char)))
(IndexB (int))

(ElemA (char)))

(q1-h Wot-Equals (ElemC (char))

(NULL (char))

(ResultB (boolean)))

(q1-f Assign

(before-p (q1-c q1-d))

(close-to-p (ql-c q1-d) 10)

(before-p (q1-d q1-g))

(same-name-p (q1-d ql-e) (Blockl Block2))

(before-p (q1-g ql-e))

(before-p (q1-b q1-c))

(before-p (q1-a q1-b))

(before-p (q1-b q1-h))

(before-p (q1-d ql-e))

(before-p (q1-f q1-h))

(before-p (q1-g q1-1))

(before-p (q1-d q1-i))

(before-p (q1-i ql-e))

(same-name-p (ql-c q1-h) (ResultA ResultB))

(same-name-p (q1-f q1-h) (ElemA ElemC))

(same-name-p (ql-a q1-f) (NameA NameB))

(same-name-p (ql-a ql-g) (WameA NameC))

(same-name-p (q1-b q1-f) (IndexA IndexB))

(same-name-p (q1-b ql-g) (IndexA IndexC))

(same-name-p (q1-b q1-i) (IndexA IndexD))
»

Figure 2: Our CSP representation for the previous plan

starting with an instance of a given plan, adding program
statements surrounding each instance and adding more in-
stances until we constructed programs of the desired sizes.
In particular, we added statements randomly according to a
distribution that corresponded to our observed distribution
against a cross-section of student C programs.*

We have chosen to work with artificially generated pro-
grams rather than real-world programs because we want to
focus solely on the scalability of the recognition algorithm
as programs with similar characteristics grow in size. In
particular, we want to keep the distribution of AST compo-
nents, the particular plans we were trying to locate, and the
likelihood of finding those plans constant across different
program sizes. This is impossible with real-world pro-
grams. While it’s certainly possible to find real-world pro-
grams of varying sizes, the distribution of their components
and the particular plans they contain vary significantly.

To have confidence in our results, we also want the abil-

4Our initial assumption here is that small student programs sug-
gest a reasonable distribution of components. Our later experiments at
least partially address this potential problem by using several different
distributions.

ity to process multiple programs of the same size and com-
ponent distribution. To do this with real-world programs,
however, would require access to repository of programs
large enough that by change some programs with the same
size would have similar distributions.

Clearly, this approach runs the danger of generating ar-
tificial programs that are far divorced from real-world pro-
grams. However, we have tried to mitigate this problem
by generating programs containing plans that frequently
appear in real-world programs, such as traversing arrays or
strings, and by generating several different distributions.
In addition, we view this work with artificially generated
programs as a baseline we can use in the future when we
begin to work with real-world programs.”.

Given this experimental framework, we generated pro-
grams of varying sizes at intervals of 50 from 50 to 1000
statements, with 10 programs at each size. Based on these
10 data points at each size level, we generate a 95% con-
fidence interval for the number of constraint checks occur-
ring during the search. The idea is that constraint checks
are a reasonable proxy for performance, since across our
methodologies the work performed to check each of the
constraints we represent is the same. Others [24] have also
described the performance in terms of the effectiveness of
constraint evaluation. In addition, while certain method-
ologies require differing amounts of computation during
the search, we have verified that the CPU-second graphs of
these same experimental results yields comparable graphs.
For comparison, examples requiring approximately 2500
constraint checks utilize roughly 6 CPU seconds in our
examples. Since CPU usage is highly variable across im-
plementations and platforms, constraint checks offer a more
domain-independent reference point.

Figure 3 shows the results of our experiments. There
were five tests based on typical CSP solution algorithms.
Details of these algorithms may be found in [12].

1. MAP-CSP with simple backtracking. This is a
straightforward, very basic approach that can be con-
sidered the CSP equivalent to the Concept Recognizer
approach to plan recognition.

2. MAP-CSP with forward checking, dynamic rear-
rangement, and no variable sorting. This can be
thought of as taking the CSP equivalent of the Concept
Recognizer approach and improving it to take advan-
tage of one common approach to solving constraint-
satisfaction problems.

3. Memory-CSP with first phase backtracking and sec-
ond phase forward checking with advanced variable

SWe currently have begun work to integrate our CSP methodology
with a richer constraint system capable of handling real C++ programs
pre-processed using Devanbu’s GENOA [3, 4]
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Figure 3: The results of comparing different program understanding approaches.

sorting. This is a straightforward, very basic CSP
equivalent of DECODE’s indexing approach to plan
recognition.

4. Memory-CSP with forward checking with advanced
variable sorting for both phases. This is an improved
CSP version of DECODE’s indexing approach.

5. MAP-CSP with forward checking, dynamic rear-
rangement, and advance variable sorting. This can
be thought of as a Concept Recognizer approach that
takes full advantage of another common approach to
solving constraint-satisfaction problems.

All experiments were limited by a 600 CPU second time
for any individual search. For 600 and more statements,
there were an increasing number of aborted searches due to
exceeding the pre-assigned time limit.

This experiment leads us to two conclusions:

1. Combining DECODE’s approach with well-known
CSP methods improves its overall performance.

2. However, combining well-known CSP methods with
the Concept Recognizer’s original plan representation

outperform DECODE’s more complex, indexed plan
representation.

In hindsight, there is an obvious explanation for this re-
sult. It’s been observed that constraint application should
be ordered on the basis of constraint ordering heuristics
derived from the predicted relative utility and cost of a
given type of constraint application [24]. DECODE’s in-
dexing is by its very nature static. The assumption is that
an expert can examine a plan and determine in advance
which component is likely to indicate the presence of the
entire plan, and which constraints are the most useful in
rejecting incorrect potential plans, regardless what events
are actually present in a given program. The ordering that
results is set in advance, when the plan is added to the
plan library, and never changes. In contrast, the heuristic
constraint satisfaction approaches are dynamic, determin-
ing which constraints to satisfy based on properties of the
particular program being examined. They automatically
tune themselves to the particular properties of the program
in which we are trying to find plan instances.



2.2 Some Problems With These Experiments

There are some problems with these initial experiments.
One is that we used a locality heuristic to approximate con-
trol and data-flow constraints,® which means our generated
test programs did not necessarily have the same structural
properties that real-world programs might have. We are
currently engaged in extending our results to include actual
control-flow and data-flow based on a publicly available
analyzer for C. Another problem is that we ran these initial
sets of experiments identifying only a single plan rather
than on a set of different plans. In particular, Figure 4
shows results in locating instances of the plan of Figure 2,
and Figure 5 shows the results from locating instances of a
more specialized version of this plan.

Because of these problems, there are limits to the conclu-
sions we can draw from our initial experiments. It may well
be that this experiment artificially limited the performance
of DECODE’s indexing approach, which was designed to
exploit structural properties. It may also be that our se-
lected plans have strange properties that make it more or
less amenable to using constraint satisfaction techniques to
recognize them. However, because of the well-constrained
(near linear) appearance of the curve of constraints evalu-
ated for the best of the CSP approaches, it seems reasonable
to further explore how that approach scales in several dif-
ferent directions.

3 Evaluating the Scalability of the CSP-
Based Approach

We performed two specific sets of experiments with our
CSP approach’. The first set of tests involved expanding
the size of the programs considered to various sizes be-
tween 1000 and 6000 (specifically, we generated programs
at increments of 500 statements). For each of these sizes,
we used three different distributions of program events or
constructs: a “standard” distribution, an “equal” distribu-
tion, and a “randomly skewed” distribution. Table 1 shows
our standard distribution.

In this distribution, declarations and tests appear four
times as frequently as loops and array accesses, assign-
ments appear three times as frequently, and so on. In an
equal distribution, each construct appears approximately
the same number of times. And in a random distribution,
we randomly chose particular event types to appear much
more frequently in the program that others.

This heuristic is described in detail in [25]
7For a good explanation of the CSP representational scheme for partial
local explanations, see [26, 25].

Statement Type | Frequency | Percentage
While 1722 4.5
Zero 1722 4.5
For 1722 4.5
Block 2/22 9.0
Increment 2/22 9.0
Not-Equals 2/22 9.0
Print 2/22 9.0
Assign 3/22 13.5
Declare 4/22 18.0
Test 4/22 18.0

Table 1: Standard distribution of program statements.

3.1 Scaling With Program Size

Figure 4 shows the results of running a similar experi-
ment using a plan template containing 9 components and
20 constraints. The line charted is the median of a 95%
confidence interval generated for the set of programs tested
at each size level.

One way to summarize this graph is by the ratio of
constraints evaluated per statement. At 1000 statements,
this ratio is approximately 4—1 for all of the approaches.
At 3000 statements, the ratio varies between 10-1 for the
random distribution to 5—1 for the equal distribution. At
5000 statements it is 12—1 for the standard distribution and
7-1 for the equal distribution. At 6000 statements this ratio
is 14—1 for the standard distribution.

These numbers imply several things:

e The distribution of types of components within the
program has a large effect on the performance of the
CSP algorithm.

e The apparent linearity seen in our original experiments
appears to be the flatter portion of a (relatively slowly
rising) higher order curve.

Itis clear that the algorithm performs significantly better
when all components appear equally within the program as
opposed to either a randomly skewed distribution or a fixed
distribution. A possible explanation for this behavior is that
in our fixed and randomly skewed distribution, entities that
appear frequently as components of the plan tend to appear
frequently in the program. This suggests to us that we need
to generate a distribution similar to real-world C programs
performing a variety of tasks in different domains, generate
testing programs based on those distributions, and then
examine the performance of the algorithm across a variety
of distributions. It may well turn out that the CSP approach
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Figure 4: MAP-CSP, FCDR, standard plan over larger programs.

will perform noticeably better on some types of programs
that others.

It is also clear the ratio of constraints evaluated to pro-
gram statements is growing rapidly for our “standard dis-
tribution", from 5-1 at 2000 statements, to 8-1 at 4000
statements, to 14-1 at 6000 statements. This is problem-
atic, but there are several reasons to remain optimistic. One
is that our “simulated locality constraints” are much looser
than the control-flow and data-flow constraints found in real
programs. We therefore predict that this curve will flatten
significantly when we run experiments using programs that
preserve the structural properties of real-world programs.
(This is because tighter constraints should reduce the size
of the domain value sets, leading to a speedier solution to
the CSP and fewer constraints to evaluate.) It is an open
question, however, just how much it will flatten and how
much that will slow the rate of growth of the number of
constraints evaluated.

The other reason for hope is that, even if real-world
structural constraints do not prevent the plan recognition al-
gorithm from going exponential, it appears from our curves
that instances of individual plans can be recognized in pro-

grams in the 5,000 statement range in a reasonable amount
of time (the 60,000 or so constraints we need to evalu-
ate takes less than 3 minutes or so on our workstations).®
While 5000 statements is small compared to the sizes of
real-world programs, it is within an order of magnitude
of the size of modules in real-world COBOL programs or
modules that have been created from legacy systems using
semi-automatic techniques [15]. It’s also far larger than the
modules found in the large public-domain C programs we
have examined.

3.2 Scaling With Plan Size

We have also run a second set of experiments designed to
begin exploring the scaling properties of the CSP approach
as the plans get larger in size. To do this, we explored
plans that were considerably larger than our original plan
(14 components and 29 constraints). Since the worst-case

8Doing a rough extrapolation of the current pattern of growth of this
ratio, which appears to be doubling every 2000 statements or so, we get 26-
1 at 8000 statements and 50-1 at 10000 statements, which is approximately
500,000 constraints, or about 20 minutes on our Sun workstations.



complexity of recognizing plan instances is exponential
in the number of plan components, recognizing instances
of these plans is theoretically much more difficult than
recognizing instances of the original plan.

Figure 5 shows the results of running this set of experi-
ments. We can summarize this graph using the same ratio
of constraints evaluated per statement. At 3000 statements,
the ratio varies between 20—1 for the standard distribution
to 10-1 for the equal distribution. At 5000 statements, the
ratio is 30-1 for the standard distribution and 12-1 for the
equal distribution. As with the previous experiments, at
that point the CSP algorithm starts to miss existing plans.
Our conclusion here is that with smaller programs, at least,
doubling the size of plan leads to approximately double the
number of constraints that must be evaluated. This result
is encouraging, but we need to see whether it holds up as
we try larger and larger plans.

4 Implications for Program Understanding

This paper has explored some of the scalability of a
constraint-based approach to recognizing all instances of a
given plan. There are, however, other aspects to program
plan recognition, that we have not addressed, including how
to decide which plans to try to locate within a given pro-
gram, and in which order to try those plans. Furthermore,
we have focused on recognizing instances of single plans
whose components are AST entries; we haven’t examined
the problem of recognizing higher-level plans, a task that
is also a reasonable candidate for a constraint satisfaction
approach [25]. Finally, we have ignored other aspects of
program understanding, such the canonicalization problem,
which involves difficult problems such as simplifying ex-
pressions.

Despite the narrow focus of our initial experiments, our
initial results have several important implications. One
is that it may well be necessary to have a modularization
step that precedes the plan recognition process, where this
step breaks the program into pieces of whatever size the
program understanding algorithm can comfortably handle
before the combinatorics become problematic. Some work
on semi-automatic modularization of COBOL program has
already been done that has demonstrated that large COBOL
programs can be broken into modules of 25,000 or so state-
ments [15]. This is only a factor of 5 larger that the point
CSP approach can comfortably handle, which makes it
appear worthwhile to determine whether those techniques
can be extended to break programs down into even smaller
modules.

In addition, even if we successfully recognize plans at
the module level, there also needs to be a mechanism for
combining this modular understanding that needs to follow

the plan recognition process. It’s an open question how we
accomplish this task to come up with an understanding for
aprogram as a whole, especially if the library is incomplete
and we have only partial understanding of what a module
does.

Finally, our at least partial success using CSPs in the
understanding process suggests that perhaps they can be
applied to other related tasks, such as selecting plans to
attempt to recognize, or as part of the canonicalization
process. However, it is an open and interesting research
question how to do so.

5 Conclusions

Others [8, 24] have long recognized that the state of pro-
gram understanding research will be improved not only by
new plan representations and improvements in plan recog-
nition algorithms, but also by empirical study. It has been
suggested [24] that empirical studies will help us expand
the size of the programs we can address, expand and re-
fine libraries of clichés, and identify additional efficiency
factors.

We have taken these suggestions to heart. The goal
of our initial empirical studies has been to produce em-
pirical results on the scalability of several existing plan
recognition algorithms. We first mapped these algorithms
into constraint satisfaction problems and compared their
performance. These initial results suggested that a CSP
implementation of a straightforward plan recognition al-
gorithm can perform better than a CSP implementation of
a more complex algorithm that relies on a more complex
plan representation. We then took an initial look at scal-
ing properties of the best-performing CSP implementation
as the programs grow larger. It appears from our initial
look that this CSP implementation takes a sharp polyno-
mial increase in the amount of time to recognize plans as
the programs grow in size, although the curve is bearable
in the 5000-statement or less range. It also appears from an
initial attempt to recognize larger plans that this CSP imple-
mentation does work that is roughly proportional to the size
of the plans, likely as a result of the combined constraining
effect of the kind of problems we are investigating.

Our results, however, should not be thought of as com-
plete or definitive. They should instead be thought of as
a few data points in a progress report on the state of the
art of program understanding. In particular, the specific
amount of work done by the CSP recognition algorithm
can be reduced, perhaps significantly, by moving to real
control-flow and data-flow constraints, an experiment we
are in the process of setting up. This may well mean that
significantly larger programs can be successfully under-
stood. In addition, the relative amount of work done by
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Figure 5: MAP-CSP, FCDR, using a larger plan.

the algorithm may increase rapidly as we move toward ex-
ploring larger and larger plans, rather than slowly as it had
with our first few plans. This may mean that there is an
practical upper bound on the size of individual plans that
can be efficiently recognized in a program of a particular
size. If our initial empirical results hold up, they suggest
that automatically modularizing large programs and com-
bining modular understanding are several important areas
of future research.

Our hope is that this paper will spur others working
in the area of program plan recognition to do one of two
things: either map their understanding algorithms into the
CSP framework so that we can easily compare their perfor-
mance with the algorithms we have already mapped into
the CSP approach, or to provide data on the performance of
their program understanding algorithms as programs grow
in size. Over time, this should allow us to arrive at a pred-
icative model of performance for program plan recognition
that will allow us to effectively offer limited understanding
tools as valuable additions to reverse and re-engineering
toolsets. This step is crucial to move beyond the under-
standing of “toy” programs and into the world of being a

useful aid in the re-engineering of real legacy systems.
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