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Abstract

The process of understanding a source code in a high-level programming

language involves complex computation. Given a library of program plan

templates, understanding the code corresponds to building a mapping from

parts of the source code to a particular program plan. This mapping could

be used to reverse engineer a legacy code, to facilitate software reuse, and

to enable a program to be translated to another program in a more mod-

ern programming language, in a semi-automatic fashion. In this proposal

we present a unique model of program understanding using constraint sat-

isfaction. In this model we compose a global picture of the source program

code by transforming knowledge about the problem domain and the program

itself into constraints to be handled. We present an initial empirical study

which demonstrates the feasibility of one major implemented component of

our model over a range of known search algorithms. We outline a proposal

to extend and re�ne our model, and to conduct a systematic empirical study

based on real legacy source code. This study will range over known search

and constraint propagation methods for solving constraint satisfaction prob-

lems. One advantage of the constraint satisfaction model is its generality;

many previous attempts in program understanding could now be cast under

the same spectrum of heuristics, and thus can be easily compared. Another

advantage is the improvement in search e�ciency using various heuristic

techniques in constraint satisfaction.
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Chapter 1

Introduction

1.1 Overview

A key aspect of human intelligence is to successfully interpret an explicit

representation of knowledge presented by another agent. In software engi-

neering, this skill is often applied to the task of program understanding. An

expert agent's understanding of a given source program can be considered

a mapping from an existing mental model to the components of the source

code. This mapping assists the agent in inferring the program's high-level

goals. By successfully performing this mapping, an agent is then more able

to translate the program into the source code of another programming lan-

guage (e.g., C to C++), to debug what might be wrong with the original

code at a logic level, or to replace the understood code with generic code

from a pre-existing library. In many real-world circumstances, a reduction

in the size of an existing source code library by only a small percentage can

result in a substantial reduction of the maintenance cost.

In Figure 1.1 an expert attempts to map a piece of legacy code to an

existing mental model as part of the task of understanding code.

1.2 AI Plan Recognition

In arti�cial intelligence research, the problem of program understanding has

been approached indirectly from the perspective of plan recognition (Allen

& Perrault 1978, Allen & Perrault 1980, Kautz & Allen 1986, Carberry
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boolean matchAlg(SpatialObject obj1, SpatialObject obj2)
{
 if ( 
      (obj1.type = "*") || (obj2.type = "*") ||

      (obj1.type == obj2.type) )

   { return TRUE; }

 else

 { return FALSE; }

some C++ function

the function is
boolean

"*" is a
wildcard

comparing
types

Match perceived 
objects to existing
mental model of
programs

Figure 1.1: Mapping legacy source code to a mental model
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1985, Carberry 1988, Carberry 1990, Mooney, Carberry & McCoy 1991, van

Beek, Cohen & Schmidt 1994). In this area, existing human knowledge in

a particular domain is represented as hierarchies of plans that describe rele-

vant actions and goals. Given such a hierarchy, and an observation of another

agent's plan, a plan-recognizer would construct a mapping from input plan

fragments to the leaf nodes of the knowledge-base and infer upwards toward

a goal. To disambiguate among alternative goals, the mapping processes may

employ knowledge about the temporal relations between parts of the plan.

These plan recognition programs have been applied mostly to toy domains

(such as the cooking domain), involving small knowledge bases and a small

amount of search.

In Figure 1.2 we show an excerpt of a program plan library representing

a particular model of domain knowledge for object matching. A mapping

is shown between components of a small piece of legacy source code and

the model. This mapping represents one possible interpretation of those

components which suggests a possible inference that this piece of code belongs

to the \Type-Match" class.

1.3 Software Reverse Engineering

Work reported in Rich & Waters (1990) characterizes the attempt to recog-

nize program plans by constructing a mapping between legacy source code

and a pre-existing library of program plans or clich�es. Other researchers have

sought to extend this approach, or pursue parallel approaches in program

understanding in an e�ort to realize a recognition system that is capable of

e�ciently identifying at least partial mappings in certain well understood do-

mains. One notable recent e�ort of this type is reported in Quilici (1994). In

this work, an explicit library of programming plan templates is constructed,

complete with indexing ability which can quickly associate a particular rec-

ognized source code with program plan templates in the knowledge base.

Furthermore, a combination of top-down and bottom-up search strategies is

utilized to implement the matching process. With this system Quilici demon-

strated how simple C programs could be translated to C++ programs. In a

related work, Grimson (1990) demonstrates the need for both indexing and

selection (grouping of related elements) in partial understanding.
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boolean matchAlg(SpatialObject obj1, SpatialObject obj2)
{
 if ( 
      (obj1.type = "*") || (obj2.type = "*") ||

      (obj1.type == obj2.type) )

   { return TRUE; }

 else

 { return FALSE; }

Attribute−Match

ISA

consists
of

Type−Key
Equality

Global−Star
Match

Orientation
Match

ISA

Type
Match

Program Plan Library

Figure 1.2: Mapping between Program Plan Library and Source Code
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Kozaczynski & Ning (1994) present a method of program understanding

based on the identi�cation of abstract concepts. These concepts are de�ned

within a program plan library much as in Quilici, with each concept including

attribute information. Each concept is composed of other less abstract sub-

concepts and constraints on and among concepts. Like Quilici, Kozaczynski

& Ning (1994) specify not only the concepts one would like to recognize,

but how one should recognize them. Constraints speci�ed include semantic

legacy code relationships such as control-
ow, data-
ow, and calling rela-

tionships. This model builds abstract concepts top-down by invoking speci�c

\larger concept recognition methods" based on the identi�cation of certain

abstract syntax elements. At a very low-level of abstraction, Paul & Prakash

(1993) describe a similar recognition approach based upon matching syntac-

tic clich�es with source constructs in legacy abstract syntax trees annotated

with semantic relations

1

.

Wills (Rich &Waters 1990, Wills 1990, Wills 1992a, Wills 1992b) outlined

an approach to recognition in which stereotypical program or data structures

known as clich�es are represented as a type of graph grammar. A source pro-

gram is translated into an intermediate representation as a 
ow graph. These


ow graphs are parsed so as to identify all possible derivations of the 
ow

graph based on the known clich�es. These derivations each represent a pos-

sible partial interpretation of the source program or mapping to the library

of clich�es. Wills notes that although the parsing problem is NP-complete in

general, experience suggests that attribute constraint checking signi�cantly

prunes the search space. Wills (1992b) evaluates the e�ectiveness of such an

approach empirically for two medium-size source code examples. This work

di�ers from our approach in at least 3 important ways: (1) clich�e and pro-

gram representation, (2) library knowledge representation and exploitation

during search, and (3) method of integrating clich�e instances in the larger

understanding problem.

1.4 Primary contributions

The work we propose has the following potential contributions:

1. Representation

1

Paul & Prakash (1993) refer to these relations as non-structural.
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(a) Representing program understanding

The approaches of Kozaczynski & Ning (1994) and Quilici (1994)

lack \cleanness" in the representation of the recognition problem.

Speci�cally, the recognition algorithms are essentially a collection

of heuristic tricks. This construction makes it di�cult for one

to perform a systematic analysis of di�erent search methods and

to understand how the addition of domain-speci�c knowledge af-

fects performance. Wills (1992b) presents a detailed representa-

tion scheme (
ow graphs for programs, and graph grammars for

clich�es) but does not directly exploit domain knowledge (plan li-

brary relationships) to constrain search for successful parses (ex-

planations) of the source code.

A Constraint Satisfaction Problem

2

(CSP) typically consists of three

major components: A set of variables, a �nite domain value set

for each variable, and a set of constraints amongst the variables

which restrict domain value assignments. A solution of a CSP is

a set of domain value-to-variable assignments such that all inter-

variable constraints are satis�ed. For example, the map-coloring

problem may be interpreted as a CSP in which every country on

the map is a variable, every variable ranges over all available col-

ors, and the problem de�nition that no two adjoining countries

may be colored the same is represented as a constraint between

each neighboring pair of countries. Depending on the problem

domain, one may be interested in any one solution (any satisfy-

ing coloring), any solution satisfying some \goodness" measure (a

coloring that meets some tasteful color combinations), or even all

solutions (all possible colorings).

In this work, we present a generalized representation of program

understanding as a CSP. For a given legacy source code, certain

program components (explained later) are variables in the CSP.

The domain values are the known program plans that may explain

the task or purpose of each component. The CSP constraints are

either knowledge constraints which describe how program plans

may �t together to form larger plans, or structural constraints

2

See (Kumar 1992) for an accessible and detailed treatment of this problem represen-

tation paradigm.
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which describe how program components are structurally related,

including the semantic relationships of Kozaczynksi et al. These

constraints are exploited during integration of clich�e instance in-

tegration to reduce the remaining search space. We refer to the

program understanding CSP as PU-CSP, and de�ne it in more

detail in Section 3.1 on page 25.

(b) Representing program templates recognition

In addition, we present and empirically evaluate a mapping algo-

rithm (as part of the PU-CSP), also formulated as a CSP, which

provides the ability to locate all instances of a speci�c general

programming plan template, and to map the plan's structure to

actual source program components. This mapping CSP, or MAP-

CSP, is de�ned in detail in Section 3.1.3. For a given program plan

template (explained later), the di�erent parts of the template are

the variables in the MAP-CSP. The various syntactically known

pieces of the source code correspond to domain values for each

variable. The constraints among the di�erent parts of the pro-

gram plan are constraints in the MAP-CSP.

This mapping or recognition procedure corresponds to �nding one

or all consistent matchings of the program plan in the source code.

The PU-CSP representation extends the traditional CSP formu-

lation by incorporating knowledge in the form of a hierarchy of

program plans represented in terms of \Consist-of" and \Is-a" re-

lations. This graphical representation may be seen as an AND/OR

structure where the \AND" describes the union of sub-concepts

in a concept, and the \OR" describes the set of possible special-

izations of a particular abstract concept. To exploit this extension

we intend to design, implement and test search algorithms that

can e�ciently traverse this space and �nd a consistent explanation

of the source program in terms of the hierarchy.

A primary advantage of this approach is its generality. By cast-

ing program understanding as CSP, the previously known search

algorithms from that research area may be adapted. We also in-

tend to perform a systematic study of di�erent search heuristics,

including both top-down and bottom-up as well as other hybrids,

in order to discover their applicability.
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2. E�ciency

Most of the plan-recognition work has failed to focus on the heuristic

adequacy in solving large problems. Quilici presents no empirical re-

sults whatsoever, and Kozaczynksi et al merely alluded to experiments

with large source examples, and observe that their experiments resulted

in excessive response times for concept matching as well as signi�cant

confusion with expert users with regards to concept representational

language. No concrete examples or experiments are presented that

might suggest that this approach has the potential to be used e�ec-

tively in real situations. Wills presents empirical results that indicate

the potential usefulness of a graph-based representation scheme. It

is our belief that explicit application of knowledge constraints during

a uni�ed bottom-up and top-down recognition approach will improve

upon this the graph-parsing recognition method in which concept com-

ponents are e�ectively decoupled in grammar rules.

Our primary focus is demonstration with large legacy code examples

that an e�ective approach to program understanding is possible. Specif-

ically we intend to clearly categorize the circumstance in which this use

is possible, and the preconditions which must �rst be met in terms of

representation and application of domain knowledge.

1.5 Thesis completion conditions

The following conditions we have identi�ed as su�cient to signal the comple-

tion of this research, culminating in the submission of a thesis dissertation:

� The de�nition of a model of program concepts or templates

3

in which

the templates are represented as a special type of constraint graph.

This constraint graph features a set of program template components

constrained by relations such as call/calling, control 
ow, and data 
ow.

A mapping between this constraint graph and some subportion of a

piece of legacy source code indicates a potential instance of the program

template in the source. The problem of identifying these matches is a

constraint satisfaction problem referred to in this paper as MAP-CSP.

3

Program templates have been similarly referred to in related literature as abstract

concepts and clich�es.
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� The detailed description of the problem of understanding a given legacy

source code as a constraint satisfaction problem (PU-CSP). This rep-

resentation should provide for the interpretation of a program plan

library as speci�c constraints in the problem, and include the heuris-

tic approaches of earlier work in both plan recognition and software

reverse engineering. Speci�cally, this approach must incorporate and

utilize the conception of program template recognition (MAP-CSP) as

part of an overall approach to understanding.

� The successful prototype implementation and demonstration of the

heuristic adequacy of this new approach to program understanding.

The determination of factors and conditions that inhibit heuristic ade-

quacy at certain parameter settings such as legacy source code size will

be an important result, particularly where the cost of obtaining addi-

tional \important" information can be determined. Explanation of the

role of such an implementation as (1) an interactive tool for assisting

experts in reverse engineering, and (2) a batch tool for simpli�cation

of existing legacy code through partial mapping to (and possible code

replacement by) existing program libraries.

� The presentation of a set of test results that clearly place the e�ective-

ness of this model within the scope of other published tools with similar

goals. The only current known empirical results for an implemented

model have been presented by Wills. In the case of sparsity of other

similar experimental results, ours may be taken as one of the initial

benchmarks in this area.

Proposal outline

We have presented an introduction of the main parts of our research in this

chapter. The remainder of this paper is formatted as follows. First we

summarize our proposal in terms of research goals and objectives, and provide

task-level detail or milestones in the form of a timeline and dependency chart.

Second, we present our current research within the context of initial feasibility

results. Finally, in an appendix we list the primary references on which this

work is based.
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Chapter 2

Proposal : Research goals and

objectives

2.1 Research proposal overview

We intend to describe, implement and practically demonstrate a new model of

software program understanding extending previous work in both software

reverse engineering and arti�cial intelligence plan recognition. Figure 2.1

presents a hierarchical breakdown of the components of this work.

There are four main areas of research interest within the larger task of

specifying and justifying a new program understanding model:

1. CSP Solver in which a toolset of traditional tools for solving problems

represented as CSPs is created. This toolset must be 
exible enough to

allow for the 
exible hybridization of search strategies and constraint

propagation methods. This toolset will support both the template

matching methodology and the solution of the plan recognition CSP

which will exploit domain knowledge (plan library) in controlling the

solver tools. The two primary subtasks of this step are:

� CSPs are typically solved with some kind of Search Algorithm

such as BackTracking, ForwardChecking, BackMarking, or Back-

Jumping.

� Constraint Propagation methods can be applied to reduce a

problem space locally in particular areas of the problem space, or

11



Reverse Engineering
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Program 
Plan library
Specification

Unified
Recognition
Algorithm

CSP w/
disjoint 
constraints

Problem
Definition

Matching
Algorithm

Feasibility
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Empirical
Evaluation

3. Plan 
    Recognition

4. Model 
    Implementation

Search
Algorithms

Constraint
Propagation
Algorithms

1. CSP Solver
   

2. Template Matching

Figure 2.1: Research area overview chart.
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globally across the entire problem. More intelligent search strate-

gies may be seen as hybrids in which a simple search strategy is

interleaved with some degree of constraint propagation at partic-

ular points in the search space.

2. Template Matching, in which a given programming plan template is

matched against existing legacy source code. The primary parts of this

task area are:

� The problem de�nition encompassing the aspects of represen-

tation of programming templates in terms of components which

may be matched to legacy code.

� The template matching algorithm, de�ned in terms of a con-

straint satisfaction problem. This algorithm is essentially a tradi-

tional search algorithm with several domain-dependent heuristics

utilized. Our earlier work with CSP representation and search al-

gorithms in the spatial template recognition provided a basis for

our extension of those approaches to the source code domain.

� Feasibility demonstration of this algorithm is necessary in or-

der to demonstrate the practical performance aspect of matching

legacy code templates as part of the process of program under-

standing or reverse engineering. Since we are interested in con-

structing interactive tools we need to demonstrate real examples

in near-real time. Spatial templates (Woods 1993b, Woods 1993a)

were recognizable in near-real time for cases too stretched for hu-

man experts, and we have shown (Woods & Yang 1995a, Woods

& Yang 1995b) a similar result for code templates in complex

example legacy code. Kozaczynski & Ning (1994) recognize ab-

stract program concepts in time ranging between seconds and min-

utes, perhaps applicable to batch processing but not interactive

response.

3. Plan Recognition, in which a library of programming plan templates

is searched in order to identify a mapping between existing legacy

source code and possible programming plans. The complex interre-

lationship between a template matching paradigm, a general top-down

and bottom-up understanding approach, and the particular domain

13



knowledge embodied in the plan library must be fully speci�ed and

justi�ed.

� Any speci�cation for the program plan library must be expres-

sive enough to capture the expert knowledge which a program

translator utilizes to interpret an existing source program within a

particular domain. Speci�cally, knowledge about the typical pro-

gram plans and their particular realizations must be supported,

as well as additional relational information (such as indices and

specializations) which may then be utilized to control and/or re-

duce search. A library must be constructed for the domain(s) of

experimentation, and since these examples are drawn from real

industrial legacy code, this library will be of non-trivial size and

complexity.

� The program plan library is a representation that may be viewed

as a set of constraints on possible instantiations of local explana-

tions or domain values as part of the larger understanding pro-

cess. These constraints are structured in a hierarchical format

or AND/OR format. It is necessary to extend the standard

CSP representation and search algorithms to account for this

formulation.

� The uni�ed recognition algorithm should encompass earlier

work in plan recognition from the AI community which both at-

tempts to reduce the range of search by adopting high-level plan

hypotheses and �tting subsequent observations within this frame-

work (top-down), and also to infer high-level plans based on in-

stances of low-level actions and their interactions (bottom-up).

The integration of the template matching algorithm into the over-

all understanding approach must be clearly speci�ed in terms of

both impact on the model structure and search performance.

4. Model implementation, in which our novel approach to program un-

derstanding as part of reverse engineering is implemented and demon-

strated on sets of real source code provided through a�liation with the

telephone switch control software project. Ultimately a com-

putational algorithm or method is interesting for one or more of two
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reasons: functional (empirical) utility in which a program may actually

be used for a particular task, or demonstrate that a particular task may

be accomplished in a particular amount of time, or theoretical result, in

which a particular task is shown to be accomplishable (or not) with an

algorithm of some complexity. We are concerned with demonstrating

the functional utility of a limited and well speci�ed method of program

understanding as part of the larger problem of legacy code translation.

Consequently, automatic understanding methods may be used as part

of a partial-translation software, perhaps simplifying or reducing the

size of legacy code. In addition, these methods may be used as part of

an interactive tool assisting a human translator expert.

� Software development and testing of the matching and un-

derstanding algorithms is a necessary component of an empirical

demonstration of an algorithm's functional usefulness. In partic-

ular, these algorithms will utilize and extend the CSP solver tools

in both general and domain speci�c aspects.

� Our involvement in the telephone switch control software

project allows us the opportunity to obtain a large legacy source

example and attempt to apply our understanding and matching

algorithms together with a specially constructed library to demon-

strate the feasibility of our approach. The size and complexity of

this example base places this domain well into the \real" and away

from the \toy".

� Our results will take the form of a study and empirical evalu-

ation of our implemented model's performance in terms of both

partial automated translation of actual legacy code and interactive

application with experts.

2.2 Research prioritization and timeline

Figure 2.2 presents a 
ow chart of the work outlined in this proposal, focusing

on each of the four primary areas of interest previously outlined. Each task

within an area is accompanied by an expected completion date, with current

completed tasks indicated by a completion date of December, 1994. Fig-

ure 2.3 summarizes this information into a simple chart organized in terms of
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the four major checkpoints we have identi�ed in the course of this research.

We brie
y outline each of the major subtasks of each research area to be

referenced as required.

Area 1. CSP solver

1.1 Initial software development and testing

In earlier work (Woods 1993b, Woods 1993a) a constraint solving system

based on search and constraint propagation was created which encompassed

many of the traditional intelligent search algorithms and constraint prop-

agation methods. A similar system has been created in LISP including

BackTracking, ForwardChecking, BackJumping, and BackMarking search

algorithms along with support for application of several typical domain-

independent heuristics such as Dynamic Rearrangement of variables. The

constraint propagation algorithm supported initially is the \standard" AC-3

algorithm.

1.2 Software extension and testing

Additional search algorithms and heuristics will be explored in order to de-

velop su�cient comparison with other related work in both program under-

standing and plan recognition. These algorithms will be added to the initial

development as they are needed, while the initial structure of the solver will

remain intact. Similarly, additional CSP algorithms will be added as needed.

In particular, any heuristic extensions which derive from the unique structure

of the plan library will have to be accommodated.

Area 2. Template matching

2.1 Problem de�nition

The initial speci�cation of code templates as a constraint satisfaction problem

(MAP-CSP) was presented in (Woods & Yang 1995a, Woods & Yang 1995b)

and is discussed in Section 3.1.3. This speci�cation adapted the spatial tem-

plate model presented in (Woods 1993b, Woods 1993a) to accommodate a

subset of program constraint and attribute types.
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continuous

March−April, 1995

1.  CSP solver

2.  Template Matching

May−June, 1995

June−July, 1995

November−December, 1995

November−December, 1995

September−October, 1995

Spring, 1996

December, 1995

January−February, 1995

January−March, 1995

3.  Plan Recognition

Completed
December, 1994
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December, 1994
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December, 1994

Completed
December, 1994

Completed
December, 1994
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December, 1994
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December, 1994
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December, 1994

4.  Model Implementation

1.1 Initial Software 
     Development and
     Testing
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     and Testing
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May, 1995

Figure 2.2: Research timeline chart.
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Dec 94

Date Major Milestones

May 95

Dec 95

Spring 96

2.1−2.4 Template Matching: feasibility demo

3.1−3.2 Plan Recognition: initial recog alg

Phase Write−up: P1 initial model feasible

Completed

1.1      CSP Solver: intial software develop

2.5    Template Matching: extend, revise

3.3    Plan Recognition: revise model, lib

4.1    Implementation: integrated model

Phase Write−up: P2 integrated feasibility

4.5−4.6 Implementation: legacy code adapt

4.2      Implementation: switch ctrl project

4.3−4.4 Implementation: evaluation, revise

Phase Write−up: P3 practical model demo

4.4     Implementation: revisions, re−eval

Phase Write−up: P4 Thesis production

Figure 2.3: Milestone chart.
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2.2 Matching algorithm

Once speci�ed, MAP-CSP is solvable via any combination of typical search

and propagation techniques provided by the existing CSP-solver software as

outlined in Section 3.2.

2.3 Initial software development and testing

Once speci�ed, MAP-CSP was implemented in LISP according to the stan-

dard anticipated by the existing CSP-solver software.

2.4 Feasibility demonstration

It was observed in (Woods 1993b, Woods 1993a) that a non-trivial matching

problem in the spatial domain could be solved using adapted search and

propagation techniques. Further, the solution time was restricted enough

that near-real time applications could be foreseen. In adapting the code

matching problem as a CSP in the same way it needed to be shown that the

new problem shared the desirable property of solution-in-reasonable time

before it could be considered as an integral part of the larger PU-CSP. In

Section 3.3 this result is demonstrated for non-trivial legacy code examples.

2.5 Heuristic extension and algorithm revisions

In the earlier work with spatial templates it was discovered that certain prop-

erties speci�c to the domain (spatial indexing and spatial locality) could be

exploited to dramatically reduce the cost of applying certain common con-

straints, and also be exploited as a heuristic approach to domain reduction.

In a similar vein, MAP-CSP is 1-dimensionally spatial, and could bene�t at

least partially from similar heuristics. We are currently investigating the pos-

sibility that other problem dependent heuristics could be exploited to narrow

domain search.

Area 3. Plan recognition

3.1 Program plan library initial speci�cation

In Section 3.1.3 the relation of program plans in the plan library is out-

lined. This library structure is adopted from Quilici (1994) and may be
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interpreted in a CSP as constraints on variable instantiation as described in

Section 3.1.3's discussion of knowledge constraints.

3.2 Initial uni�ed recognition algorithm

In Section 3.1 we specify the program understanding problem as a constraint

satisfaction problem. Top-down reasoning is interpreted as both a particular

form of constraint propagation during search and the selection and instantia-

tion of variables during search. Bottom-up reasoning is represented through

the integration of variable instantiations identi�ed via template matching

(MAP-CSP) into the search space.

3.3 Revise uni�ed recognition algorithm, library design

In Quilici's plan library model additional knowledge such as index and spe-

cialization tests are represented and this information needs to be incorporated

in the PU-CSP model, perhaps providing example-speci�c strict constraints,

or perhaps only serving as preferential constraints.

While we currently have an algorithm for PU-CSP, the �ner details of

control are currently absent. In particular, questions of trade-o�s between

top-down and bottom-up approaches during search need to be determined

by combining early empirical results with the intuitions obtained from the

literature on previous plan recognition algorithms. A primary research task

will be the adaptation of the algorithm to deal adequately with the hierarchi-

cal representation scheme by allowing for the hierarchical decomposition of

legacy code and subsequent mapping of the various abstracted blocks to the

hierarchical program library within the context of a single algorithm. This

work will build on earlier work on Hierarchical CSPs (Mackworth, Mulder &

Havens 1985).

Area 4. Model Implementation

While much of the implementation is done as-required, we indicate the tasks

here which should have a de�nite completion date.
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4.1 Initial integrated software development and testing

Two primary algorithms need to be implemented in order to arrive at a func-

tioning understanding system: MAP-CSP and PU-CSP. These algorithms

implicitly include all representation decisions regarding the knowledge of the

program library. This task involves obtaining a basepoint functioning recog-

nition system which interacts with legacy code and program plan library.

Further extensions and revisions will still occur.

4.2 Telephone switch control project investigation, coding

In this work we are a�liated with Dr. Grant Weddell (Weddell 1994) in

investigating the management of real large-scale software products at Bell

Northern Research (BNR). One example of such a product is the software

which controls a typical public switch such as a DS100 marketed by Northern

Telecom. This software is approximately 250 megabytes, of which approxi-

mately 30 million lines is written in various (proprietary) source languages.

Through our a�liation we will receive permission to access to large blocks of

this source code, and also to abstracted concept representations of portions

of this code. In order to test our approach on this software we must �rst

construct a program plan library appropriate to this domain, and this li-

brary will be based at least partially on the existing abstract representations

we receive. It is interesting to note that over 1000 programmers currently

are employed at maintaining this code, and that even a small percentage

decrease in the size and/or complexity of this code while maintaining func-

tionality could have a dramatic a�ect on maintenance costs into the millions

of dollars per year.

4.3 Real-source empirical evaluation

A primary result of our application of the aforementioned concepts and ap-

proaches should be a tool which may be used to map between source rep-

resentations according to the partial automatic understanding of the source.

This mapping can be exploited to suggest alternative representations for code

portions, and hopefully actually replace repetitive code concepts with multi-

ple applications of a single concept implementation, perhaps in the form of

calls to a library of concepts representing existing software objects.
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The overall e�ectiveness of our approach can be measured (1) in terms of

usefulness as an interactive tool for an expert engaged in translation between

source languages or in optimization or maintenance of software, or (2) in

terms of e�ect as an o�-line tool for automatically mapping between existing

software and a library representation of existing software libraries as part of

the process of simplifying existing legacy code by using existing new object

libraries.

4.4 Software and empirical revisions

During the course of experimentation it will be necessary to incorporate

certain new features and functionality to our existing understanding model.

4.5 Legacy code and legacy template speci�cation

We will obtain the source language speci�cation, and the actual source itself

from BNR. We shall be meeting with BNR Feb. 20 1995 to discuss this and

other related issues.

4.6 Adaptation of template speci�cation and algorithms

With the arrival of the large, complex legacy code it will be necessary to

adapt our template speci�cation in the MAP-CSP and PU-CSP algorithms.

Essentially while the initial implementation makes use of a simpli�ed hypo-

thetical language we must accommodate a richer language to encompass the

more complex real domain example.

Periodic phase summaries

We have identi�ed four primary checkpoints for document production during

the course of this research. We describe them next.

P1. Initial model, template matching feasibility

An initial paper has been written which describes the overall approach in

terms of extending earlier program understanding models by formalizing
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their representation within the CSP mathematical model, and by empiri-

cally demonstrating the applicability of one class of concept recognition as a

part of this larger model.

P2. Model of program understanding, feasibility

Upon completion of an integrated model of program understanding, we will

describe in greater detail the model, and present empirical results which

support the use of this model. It is intended that this work be suitable for a

major conference in software engineering or reverse engineering.

P3. Practical demonstration of uni�ed model

Subsequent to application of our model to real legacy source obtained from

industry, we will summarize the e�ectiveness of our approach to large real-

world software. It is intended that this work be detailed and mature enough

to submit to a software engineering journal.

P4. Thesis production

A detailed presentation of our model and in-depth analysis of the results of

applying this model in real situations, especially in contrast to other known

models.
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Chapter 3

Feasibility discussion and

model overview

Versions of the material presented in this chapter have been submitted

jointly with Qiang Yang for review to the 1995 International Joint

Conference on Arti�cial Intelligence, and to the Seventh International

Workshop on Computer-Aided Software Engineering.

In this chapter we review the work currently completed (as described

in the previous chapter) in terms of an overview of the entire problem of

creating a model of program understanding suitable for matching source code

templates to legacy code examples.

The �rst section of this chapter describes our representation of the pro-

gram understanding problem as a constraint satisfaction problem (PU-CSP).

Second, we introduce the range of search algorithms useful for the solution

of CSPs in general and this CSP in particular, and position earlier work in

program understanding within this context. Speci�cally we introduce the

understanding problem as including the source code template instance iden-

ti�cation task (MAP-CSP) as a subpart of the solution of PU-CSP. Finally,

we describe our preliminary results which serve to demonstrate the feasibility

of e�ciently matching template instances (solving MAP-CSP) in reasonable

sized legacy code examples.
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3.1 Program Understanding as CSP : PU-

CSP

In this section, we present a representation of program understanding prob-

lem as a CSP. To begin with, we give an overview of the program under-

standing problem.

3.1.1 The Program Understanding Problem

Consider the C program outlined in Figure 3.1. This example program con-

tains declarations, initializations and an embedded print loop for each of

three strings. As an illustration, strings are treated as a primitive data type

by the programmer, with no shared functionality for printing.

main()
{
   char* A;    char* B;   char* C;
   A = "string 1";
   B = "string 2";
   C = "string 3";
   ...
   for (int i=0; B[i]; i++)
      	print("%s",B[i]);
   ...
   for (int j=0; C[j];j++)
          print("%s",C[i]);
   ...
   for (int k=0;A[k]; k++)
          print("%s",A[k]);
   ...
 }

Class String
{
 char localStr [MAXSIZE];

 String( char* inStr )
 {
   for (int j=0; inStr[j]; j++)
       localStr[j] = inStr[j]; 
 }

 printString()
 {
  for (int j=0; localStr[j]; j++)
      printf("%s",localStr[j]); 
 }
}

Figure 3.1: Example C program. Figure 3.2: Example abstract data type.

To understand this program, one might exploit a library of program plans

which represents previously compiled knowledge about program composition

within a particular domain. Figure 3.2 shows a program plan for the Abstract

Data Type (ADT) or class String which is part of a library of plans. An

excerpt of this library is shown in Figure 3.4. The ADT of Figure 3.2 provides

a simple extension for manipulating character arrays which includes a bu�er

for storing the character array or string, and functionality for initializing and

printing the string.
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Given the source code in Figure 3.1, we would like to understand or explain

some portions of the source program within known context of the program

plan as represented in the String ADT. Succeeding at this could result in

the replacement of much redundant source code with a single inclusion of

the ADT. Figure 3.3 translation of the sample C program into C++ code,

and highlights one instance of the String ADT recognized in the C source

program.

main()
{
   char* A;    char* B;   char* C;
   A = "string 1";
   B = "string 2";

   C = "string 3";
   ...
   for (int i=0; B[i]; i++)
      	print("%s",B[i]);
   ...
   for (int j=0; C[j];j++)
      {
          print("%s",C[i]);
      }
   ...
   for (int k=0;A[k]; k++)
          print("%s",A[k]);
   ...
 }

String ADT

main()
{
   String A("string 1");
   String B("string 2");

   String C("string 3");
    ...
    A.printString;
    ...
    C.printString;
    ...
    B.printString;
    ...
 }

Figure 3.3: Desired C++ replacement of C code.

There are two advantages of identifying mappings between a program-

ming plan library and an existing source or legacy code. First, the resulting

replacement of legacy code with ADT instances can result in substantial re-

duction in code. This size savings can reduce the amount of e�ort required

for subsequent code understanding or maintenance by programmers. Second,

the mapping between source and library plan can be used as a building block

in attempting to understand and translate the legacy code. The intent of

this work is twofold. We describe how various types of individual mapping

can be identi�ed e�ciently , and we outline how this mapping process may

be integrated into the larger task of program understanding.

3.1.2 Quilici's approach

In Quilici's approach (Quilici 1994), program plans such as ADTs are rep-

resented as part of a hierarchical library of program plans as shown in Fig-

ure 3.4. Legacy source code in the form of an abstract syntax tree is mapped

to the plan library through the use of indexes, which are pointers from the

source code to parts of the plan library.

26



Index tests indicate when to specialize or to infer the existence of other

plans according to a set of conditions. As an example of specialization,

consider Figure 3.4 in which the program plan initialize-string is specialized

to builtin-char*-copy when a direct string assignment is observed in the

source code. An example of an inference test is also shown in Figure 3.4,

where the existence of loop-initialize-string is inferred when an instance

of loop-through-character-array is \near" a related instance of copy-

character in the source code.

index when:
  "near instance" of
  copy−character

index when:
$function in {printf, sprintf}loop−through

 character−array

print−string

AND

loop−initialize
  string

copy−character

AND

 

format−character

AND

OR

builtin−char*−copy

initialize−string

String ADT plan

specialize when:
  contains ... = "$string""

Figure 3.4: String ADT within a hierarchical program plan library.

Given a source code and a program plan, Quilici describes an approach

to understanding the legacy source based on a search in the plan library.

A search is called bottom-up when existing index tests indicate possible

higher-level explanation plans for a particular lower-level component in the

library. Quilici observes that people only make bottom-up inferences in par-

ticular \well-known" circumstances, and consequently limits the number of

upward explanations by inferring only those speci�ed by explicit indexes.

On the other hand, the search is top-down when low-level components are

indexed and subsequently matched based on some hypothesized high-level

plans. Quilici's algorithm attempts to specialize any matched plan as much

as possible according to prede�ned specialization tests, and directs search for

low-level plans based on high-level hypothesized plans.

Quilici's work is one of few which we have have identi�ed that attempt
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to unify bottom-up and top-down program understanding paradigms within

the context of a hierarchical library of program plans. There are, however,

a number of shortcomings in his approach. First, there is a lack of a general

mathematical model in his technique. Without this model it is not clear

how one exactly should coordinate the top-down search with the bottom-up

search. Second, Quilici's algorithm depends on a number of heuristics, such

as specializing a plan as much as possible. It is not clear how these heuristics

will scale-up when the problem size increases.

While reviewing this work, it occurred to us that the program under-

standing problem could be broken down into a number of choice points.

Examples of these choices include: (1) choosing between candidate unex-

plained components, (2) choosing between multiple initial plan assignments

for a component, (3) choosing between several plans whose existence is im-

plied top-down, and (4) choosing a particular index or specialization test

from a candidate set. The existence and interactions of these decisions are

largely ignored in Quilici's presentation, but are very important in address-

ing the e�ciency of the search problem. In the next section, we explore how

to represent and exploit these choice points using a simple and yet elegant

mathematical model known as constraint satisfaction.

As stated earlier, we formulate the program understanding problem in

terms of two related CSPs, PU-CSP and MAP-CSP, which are explained in

turn in the following sections.

3.1.3 Program template matching as CSP: MAP-CSP

A program template matching problem can be stated as follows: given a plan

template with a number of elements and constraints among the elements,

�nd all instances of the template in a source code. As an example, consider

�nding all instances of an abstract data type in a C program. Figure 3.5 is a

String ADT plan template taken from a plan library. The ADT is described

in terms of 5 features describing various key components of a string class. In

addition, there are constraints among the di�erent parts as well, such as the

one that requires one component to go before another.

We could model this problem as a CSP. For the given plan template (or

ADT), each feature is a variable in our MAP-CSP. The domain range consists

of all possible source program statements. Variables here can have attributes

such as \program statement type" (including instances such as print or
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for) that may be seen as constraints on allowable assignment of program

statements (values) to template features (variables). Other constraints are

on the sharing of information among variables, and on the order in which

template features or variable are expected to appear in legacy source.

Declare  array NameA char (SizeA)

For ( index1,   initVal,   endVal)

Begin block1

Print( NameD[ index2 ]

End block2

same( NameA, NameD)

same(block1,block2)

same(index1,index2)

Variable X1

X1 before X2

Variable X2

X2 before X3

Variable X3

X3 before X4

Variable X4

X4 before X5

Variable X5

Figure 3.5: The String ADT template MAP-CSP.

A solution to the MAP-CSP consists of the set of all assignments of plan

template features by source code statements, where each assignment must

satisfy all constraints. As an example, consider the ADT shown in Figure 3.2.

In one simple representation of this ADT as a plan template in a MAP-

CSP shown in Figure 3.5, the variables are: X

i

; i = 1; : : : ; 5. Initially the

domain for each variable ranges through all source statements in Figure 3.1.

The unary constraints in this example refer to program element (statement)

type information, while other constraints relate to spatial ordering and data

sharing. The solution to this problem corresponds to the three alternative

consistent assignments to the variables, one for each character string A, B

and C, respectively. Thus, the solution to a MAP-CSP provides a mapping

that explains the matched source statements as parts of an instance of the
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abstract program plan or ADT.

Program Understanding as CSP: PU-CSP

MAP-CSP is an integral part of the more ambitious task of understanding

the complete legacy source program. We view this latter problem as the

integration of local explanations of source code blocks. Each block of source

code is �rst locally matched to a set of explanations in the plan library. Our

task is to compose an explanation of the source code by selecting and piecing

together sets of plan templates that are globally consistent according to the

knowledge in the plan library.

As outlined earlier, our strategy of solving the program understanding

problem is to model it as a constraint satisfaction problem. More precisely,

a PU-CSP is formed in the following way. Suppose that an initial decompo-

sition of the source code has been done by human or another system. Then

each block of source code corresponds to a variable in the PU-CSP. The

Variable domain ranges correspond to all possible explanations of an indi-

vidual source code block. As an example, consider the legacy code program

statements of Figure 3.1 as the blocks. We take each block as a PU-CSP

variable which ranges over all possible program plans of corresponding state-

ment type, such declaration, assignment, print, etc, in the plan library of

Figure 3.4.

In a PU-CSP, the constraints among variables are of two types:

(1) Structural constraints are determined from the legacy code. They

include such things as scope or called/calling relations, precedence relations,

or shared information relations between component blocks. For instance, in

Figure 3.1, the print statements appear within the scope of for statements,

declarations precede their initial assignment, and print statements act

upon array positions indexed by corresponding for statement indexes.

(2) Knowledge constraints are independent of the legacy code. They

are program plans restricted in their relationship by the AND/OR structure

given in the plan library. AND constraints are for composing program plans

into higher level plans, and OR's are for specializing an abstract plan in one

of several ways. Assigning one program plan as an explanation of a particular

PU-CSP variable thus constrains consistent assignments of other component

variables.

30



As an example of a knowledge constraint mandated from the library struc-

ture, if a variable corresponding to program component A = \string 1" in

Figure 3.1 were instantiated to program plan builtin-char*-copy as shown

in Figure 3.4, then it is consistent to assign the last for-loop an explanation

of print-string for the same string.

A solution to the PU-CSP is an assignment to each variable by one pro-

gram plan component in the plan library, such that no structural constraint

from the source code, or knowledge constraint from the plan library is vi-

olated. Additional examples and discussion of the rami�cations of this in-

terpretation of knowledge as constraints may be found in Woods (1994). In

particular, this work describes in more detail the interrelation between search

space expansion and knowledge constraint application.

Representing program understanding as PU-CSP provides a natural view-

point for understanding Quilici's index tests as search strategies which are

typically used for solving CSPs. Specialization tests are speci�c instances of

knowledge constraints that may be used to systematically reduce the range of

domain variables in a hierarchical CSP. Inference tests identify \related" pro-

gram plan templates according to earlier component instantiation, and can

be interpreted as a special kind of variable-ordering heuristic. We elaborate

these observations further in the next section.

3.2 Search Algorithms

We have explained program understanding as a form of CSP. Solving a CSP

requires constraint propagation which attempts to systematically reduce vari-

able domain ranges through the application of constraints between variables,

or through heuristic backtracking algorithms which repeatedly select vari-

ables and instantiations and reduce remaining variable domains according

to existing constraints. A thorough examination of these techniques is pre-

sented in (Nadel 1989, Kumar 1992). During a backtracking search, each

variable instantiation is interpreted as extending the current understanding

of a legacy program one step further.

In searching for one or one \good" solution, it may be worthwhile giving

up \completeness" in order to dramatically speed search. One such single

solution strategy that has shown great promise in various domains is referred

to as \local search". Local search works by performing some random or
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informed initial assignment of domain values to each of the variables in the

CSP, and then by attempting to repair the assignment according to some

heuristic function. One common repair heuristic is to minimize the con
icts

that arise with a particular assignment using a hill climbing approach. Local

search has been shown in (Minton, Johnston, Philips & Laird 1992, Sosic &

Gu 1990) to be orders of magnitude faster in �nding single solutions quickly

for di�cult problems involving large variable and domain sets with many

constraints. Recent ongoing work in the university course scheduling domain

has also been discussed with similar results (Yang & Fong 1992). Local search

can be adapted to �nd alternative solutions, however systematic local search

strategies that would �nd all solutions eventually (ie local but complete) have

not appeared to the best of this researcher's knowledge.

Some form of interactive search utilizing an algorithm for all solutions

may be appropriate if it can be stopped after a \satisfactory" solution has

been detected. In such cases where a complete strategy is used, the order

of arrival at various solutions can be accommodated directly into the search

strategy in the form of control heuristics for the selection of variables to

instantiate, the order of domain values to attempt to assign, and for the

control of expanding the search strategy deeper or wider in our quest for a

\good enough" solution. One interactive adaptation of such an algorithm

appears in (Woods 1993b).

Using the CSP representation, we can also consider a more systematic

study of di�erent search algorithms. Below is a general backtracking algo-

rithm for solving a CSP. In this algorithm, we have a number of hooks where

we could place di�erent search heuristics. They correspond to heuristics

for ordering variables and constraints, as well as heuristics for deciding the

amount of constraint propagation.

Generic CSP Search

V : variables in a CSP, Dom(X): the domain values of X.

1. [Initialization] for each variable X

i

2 V , �nd domain values for X

i

;

2. [Initial Constraint Propagation] Reduce Dom(X).

3. Solution = NULL

4. [Variable Selection] Select and remove a variable X from V

5. [Value Selection] Select and remove a value of X from Dom(X).

The value must be consistent with all assignments in Solution.
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6. [In-search Propagation] Apply a subset of constraints to V .

7. [Backtrack Point Selection] Backtrack if any Dom(X) is empty.

8. [Solution Evaluation] If V is empty, exit with Solution

(if all-solution, continue); else, goto Step 4.

The MAP-CSP specializes the generic algorithm with interpretation of

variables as program template components or slots, domain values as poten-

tial legacy code components or blocks, and constraints as the template slot

relations. Steps 4, 5 and 6 frequently interact tightly in domain-speci�c form

in that variable and value selection and domain reduction may be achieved in

tandem by certain heuristics such as limiting the search according to spatial

or other properties of a particular template(Woods 1995, Woods 1993b, La-

pointe & Prouix 1994).

In PU-CSP, the generic algorithm is interpreted so that variables map to

program components, domain values map to potential program plans in the

library, and constraints are both derived from legacy code relationships and

domain constraints on plan interaction from the library. For the purposes

of this work we assume the existence of an adequate \blocking" or \slicing"

algorithms yielding either simple structural functions derived from the pro-

gram's abstract syntax tree supplemented with semantic information such as

call/calling, control/
ow, and data 
ow relationships(Kozaczynski & Ning

1992, Quilici 1994, Wills 1990). More complex approaches that attempt to

derive \related code portions" based on additional information such as dy-

namic program 
ow (execution) traces, other sophisticated analysis such as

similarity analysis(Schwanke & Hanson 1994), or relatedness measures in

problem decomposition (Yang 1995) may also prove useful in problem con-

straint. While variable determination is made according to some \blocking"

algorithm, we observe that this process should not be one-dimensional, but

rather hierarchical much as a program plan library is structured. In this way

one may envisage \explaining" several code blocks through mappings and

then the inferred \higher level" explanation maps to a larger code block con-

sisting of a grouping of the smaller code blocks. While an abstract syntax tree

typically describes contiguous code pieces, a more semantic decomposition

might yield non-contiguous code blocks relationships.

Calls to MAP-CSP which attempt to identify or \scan" for mappings

between sets of variables to sets of domain values circumvent the variable-

by-variable process of the generic CSP solution strategy. This call may be
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made in-advance of the search process at Step 1 during initialization thus

giving search a solid starting point from which to \focus" search. In addition,

other algorithms may determine heuristically that a call to identify template

instances may be pro�table during search such as at Step 6. An algorithm

supporting constraint propagation given a hierarchically structured domain

value set is described in Mackworth et al. (1985).

The CSP solution algorithm contains several choice points which both in-

dividually and in combination a�ect the resulting search performance. These

choice points are explained as follows:

Initialization and Initial Constraint Propagation are the determination of

variables and domain values before the search starts. It can be viewed as

a special type of localized constraint propagation algorithm, but one that is

directed according to pre-de�ned domain knowledge. The determination of

the set V and Dom(X) controls how much work is done in advance. This

reduction could also be performed as an in-search propagation at Step 6 of

the Generic CSP algorithm.

Constraint Propagation is the reduction of domain ranges locally or glob-

ally within the CSP problem graph. Existing algorithms include AC-3(Mackworth

1977), AC-4(Mohr & Henderson 1986), AC-5(Van Hentenryck, Deville &

Teng 1992), and other variations(Freuder 1982, Cooper 1989).

Variable Selection is the determination of which component variable should

be chosen next for instantiation during search. The decision may be based

on domain independent measures, such as the size of a variable's domain;

on information speci�c to the instance and domain plan library, such as fre-

quency of occurrence of particular plan templates in the variable domain set,

or on some combination of these types of information.

Domain Value Selection is the determination of a particular plan explanation,

taken from the plan library, to assign to the component variable. Typically

this selection should be made so as to most e�ectively limit the remaining

variable ranges, that is, to be the most context limiting. In terms of our plan

library this means a plan that is as speci�c as possible.

In-search Propagation is the reduction (as for Step 2) of the remaining unin-

stantiated variable domains according to some constraint propagation algo-

rithm. Problem characteristics such as variable domains that exceed some

average or absolute bounds are potential signals that constraint propagation

may be useful before continuing search. In (Nadel 1989) the advantages of

exploiting various algorithms for achieving a limited degree of partial consis-
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tency amongst variable sets are examined.

BackTrack point selection is the determination, after it has become evident

that no possible solution exists along a particular variable-instantiation path,

of which instantiation to retract. Intelligent backtracking approaches such

as BackJumping and BackMarking

1

attempt to determine the origin of the

con
ict that caused the failure, and to BackTrack as far up the search tree

as possible to avoid a repeated failure of the same condition.

Solution Evaluation determines whether or not a particular solution is satis-

factory. In a cooperative interactive approach to program understanding, it

is at this point that an expert might interact and evaluate a particular solu-

tion for adequacy. Similarly, if there existed particular measures of adequacy

or soft, preferential constraints that may have been relaxed during search,

such a measure could be applied here.

There are in addition several other ways to improve the search e�ciency.

One method is to employ the particular hierarchical structure of the plan li-

brary, and using a hierarchical constraint satisfaction algorithm (Mackworth

et al. 1985). In this approach, the plan library represents plans at vary-

ing levels of abstraction. A set of low-level program components which have

been mapped to the program library may be grouped according to their func-

tional relationships and form a higher-level component. This component (or

variable) may now be explained by a more abstract plan (or domain value)

according to both the structural constraints imposed by other source func-

tions, and the knowledge constraints in the program plan library. In Woods

(1994) a closer examination is given to controlling search using plan knowl-

edge. If we are given two source components each \explained" through some

mapping, and these components or plans are known to be part of a common

plan structure, a determination of the connection, that is, the abstract plan

that includes both plan instantiations is an explanation of the relationship

of the two plans. Many plan recognition approaches imply that the \lowest"

common parent explaining a set of instances is the sensible inference and

should be adopted in the default case. This reasoning is ubiquitous in the

literature, despite many variations. Charniak & McDermott (1985)[560-562]

provides a clear example of this application of the \Occam razor principle" in

the recognition domain. This process corresponds to the bottom-up search

1

These and other intelligent backtracking algorithms are described in detail by Nadel

in(Nadel 1989).
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of Quilici's approach.

Another way of improving the search e�ciency is to use the MAP-CSP

version of the algorithm as a subroutine of the PU-CSP algorithm. This can

be done at the beginning of the generic search algorithm, in Step 1, which

can potentially reduce the number of domain sizes.

In the generic search algorithm a set of now familiar choice points in

Quilici's work are presented in the new context of CSP solving. In the next

section of this paper we discuss and evaluate several selection variations for

recognition of one particular template in sets of generated source code ex-

amples. We examine variations that include applying AC-3 as Step 1 com-

bined with BackTracking and also another more intelligent search algorithm

known as Forward Checking (Haralick & Elliott 1980), which performs a lim-

ited amount of in-search propagation at Step 6. In addition, the intelligent

search algorithm dynamically rearranges the order of variables during search

according to the size of the variable domain ranges, shortest �rst.

The order in which constraints are applied can also dramatically a�ect

search. Constraint ordering or selection would occur at Step 6. In particular,

it is advantageous to apply constraints that are inexpensive computationally

and that (potentially) prune a large number of domain values. In a particular

domain it may be possible to determine or estimate such relative bene�ts

either from past empirical results or through analysis of the domain structure

itself. For instance, the property that program template features tend to

be found spatially near each other can be exploited through heuristics that

limit the range of search for related components. The e�ectiveness of such

abstraction heuristics has been reported elsewhere(Woods 1993b).

3.3 Empirical results of MAP-CSP

In this section we present and discuss experiments which are intended to

show the feasibility of the MAP-CSP representation and related algorithms.

In Figure 3.5 a CSP is described for the String ADT. This CSP contains

5 variables each corresponding to a program plan of the ADT in Figure 3.2.

The domain values are made up of source program statement blocks. For

this test problem, there are 4 precedence constraints amongst the template

variables, along with one additional constraint that the begin block corre-

sponding to the for statement be within 15 program lines (the number 15 is
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arbitrarily chosen). A test case is produced by instantiating 3 instances of
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Figure 3.6: Matching using Standard BackTrack.

the program template in a sample source code, and by adding some variable

amount of additional program statements as \noise" around the template

instances

2

. In Figure 3.1 there are three separate instances of this ADT.

Our experiments are undertaken using a speci�c version of the generic

CSP search algorithm. This algorithm has been implemented in Common

Lisp on a SPARCserver 470 workstation with four di�erent heuristic con�g-

urations: Standard BackTracking, Forward Checking with Dynamic Rear-

rangement, AC-3 in advance of Standard BackTracking, AC-3 in advance of

Forward Checking. Each con�guration has been applied to legacy sources

ranging in size from 50 source lines to 1000 source lines, in 50 source line

increments. Each increment was tested with 10 di�erent random problem

instances.

The MAP-CSP experiments are detailed in Figure 3.6, with a CPU time

bound of 600 seconds, for Standard BackTracking; in Figure 3.7 for Forward

Checking with Dynamic Rearrangement; in Figure 3.8 for AC-3 constraint

propagation in advance of Standard BackTracking; and in Figure 3.9 for AC-3

in advance of Forward Checking. Each �gure shows the number of constraint

2

The experiments presented in this paper are undertaken using arti�cially generated.
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Figure 3.7: Matching using Forward Checking(DR).

checks performed with a 95% con�dence interval. The number of constraint

checks has been observed to be directly proportional to the amount of CPU

time required for a solution, with 50000 constraints checked in roughly 100

CPU seconds.

We wish to demonstrate that the MAP-CSP representation and algo-

rithm was capable of providing all-instance results. An e�cient MAP-CSP

algorithm could make the execution of the larger PU-CSP algorithm more

feasible. In addition, the MAP-CSP algorithm for template matching could

potentially be stand-alone as a tool for assisting in the identi�cation of legacy

source portions that may be replaced with existing source library objects.

Several observations can be made from our test results: First, Standard

Backtracking exhibited very unstable performance in examples of the same

size. As hoped, more intelligent strategies behaved in a more stable manner.

Forward Checking was considerably more stable, and the applications using

AC-3 in advance of search exhibited very small variance across test cases of

similar size. Stability is an important factor in any application that may be

used as part of an online or interactive tool. In addition, Standard Back-

tracking was unable to complete in less than 600 CPU seconds for source

instances exceeding 500 program statements.
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Figure 3.8: Matching using AC-3 and Standard BackTrack.

Second, for legacy source examples of up to approximately 500 lines of

code, the intelligent strategies located all instances of the ADT in approxi-

mately one minute of CPU time. In examples of up to 300 lines of code, all

instances were identi�ed in approximately 30 seconds. In such near-real-time

circumstances it would appear that a tool could be fashioned that could be

called up to run as a background process supporting an expert translating a

legacy code.

Third, in experiments where the number of source lines exceeded 200,

the appearance of false solutions started to become apparent. These so-

lutions arise through combinations of actual template instance components

and nearby program statements that meet all of the constraints of the ADT.

However, the number of false solutions never exceeded 10 in programs of 900

or less lines, and rarely exceeded 5 in smaller sources. These results suggest

that either our template speci�cations need to be tightened somewhat so as

to exclude these false solutions, or the system should be capable of interact-

ing with an expert who may verify solutions before they are adopted. It is

important to note that in the solution of the larger PU-CSP it is expected

that these false solutions will be identi�ed and discarded.

39



0

50000

100000

150000

200000

250000

300000

350000

400000

450000

500000

550000

600000

0 50 100 150 200 250 300 350 400 450 500 550 600 650 700 750 800 850 900 950 1000

C
o
n
st

ra
in

t 
ch

ec
k
s

Program statements

AC3+FCDR
AC3+FCDR rng

Figure 3.9: Matching using AC-3 and Forward Checking.

3.4 Feasibility conclusions

In this section we have speci�ed a general representation of the program un-

derstanding task as a constraint satisfaction problem. Two primary parts of

this task are identi�ed: one is to �nd all instances of a given program plan

template in a source code, and the other is to construct or verify an expla-

nation of the source code in terms of a program plan library. In addition, we

have modeled various search heuristics for program understanding as control

strategies coupled with a generic CSP search algorithm. The algorithm sub-

sumes the previously proposed methods for the same problem, and can be

systematically studied on a spectrum of heuristics.

We have also described and implemented a portion of the PU-CSP as a

template matching problem (also as a CSP), MAP-CSP. We demonstrated

that MAP-CSP can be solved for problems of non-trivial size using intelli-

gent backtracking and constraint propagation within a reasonably stable and

reasonably short time period. MAP-CSP has potential application both as

a stand-alone tool for legacy code reduction and as a key component within

the larger, possibly interactive, program understanding task.
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Chapter 4

Conclusion

Recently there has been intense interest into the prospect of reverse-engineering

existing software so as to obtain design information, generate documentation,

or assist in re-engineering functions such as maintenance and extension. The

expert charged with understanding a large block of legacy code written in a

possibly unfamiliar language and domain faces a daunting task.

Past work in plan recognition has sought to represent human domain

knowledge as hierarchies of plans describing actions and goals, and presented

matching processes between input and plan hierarchy as methods of un-

derstanding input within some domain. This work has typically applied

only to small \toy" domains. Recent advances in software reverse engineer-

ing(Quilici 1994, Kozaczynski & Ning 1994, Wills 1990, Rich & Waters 1990)

have applied such matching methodologies to limited source code examples

and demonstrated how these simple examples could be contextualized in

a library of programming plans. Some of this work (Kozaczynski & Ning

1994, Wills 1990) has made use of the idea of recognizing abstract concepts

as part of an overall program understanding approach. These approaches

utilize search is various degrees, but fail to tie the representational schemes

and subsequent represented knowledge to search control, thus severly limit-

ing what may be predicted about algorithm performance given a particular

set of knowledge. From this set of work in reverse engineering of program

source, only Wills has attempted to address the issue of heuristic adequacy

or presented well-de�ned example situations and empirical results. Unfor-

tunately, Wills fails to explicitly describe the integration of program plan

knowledge and representation, the heuristics described by Quilici and Koza-
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czynski et al, and abstract concept instances within a single framework of

program understanding.

In this work we present a uni�ed model of program understanding that

connects \traditional plan recognition" approaches to knowledge represen-

tation and understanding methodologies and current software reverse engi-

neering program understanding models. This connection is made via the

representational scheme of constraint satisfaction, and results in two new

CSP algorithms: one for program understanding, and one for abstract con-

cept (template) recognition. This two-pronged model incorporates program

plan library knowledge, legacy source code relational constraints, and ear-

lier understanding and reverse engineering heuristics. We present not only

a uni�ed theory of program understanding for software reverse engineering,

but demonstrate empirically the e�ectiveness of this theory when applied to

real legacy code.
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